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Abstract. A theoretical model is proposed to analyze the
time-domain spectral phase en/decoding and evaluate the
unconditional security of the optical code-based secure
optical communication systems with DPSK modulation.
The confidentiality of the systems with and without bitby-bit code scrambling technique is investigated. It mathematically proves that the system without code scrambling
lacks confidentiality and the system employing code
scrambling can realize unconditionally secure transmission. Furthermore, encoding only within the central band
of the spectrum is sufficient for perfect secrecy, and the
secrecy rate can be potentially improved. It allows the system to operate in the burst mode for code generation and
encoding and thus have an idle time for rearm. © 2018 Society
of Photo-Optical Instrumentation Engineers (SPIE) [DOI: 10.1117/1.OE.57.10
.100502]
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demodulator) can simply distinguish the difference between
the encoded signals and intercept the transmitted data without decoding.7,8 Differential detection was also employed to
attack CSK communication system.9 In these systems, the
encoding is used to conceal the regularity of optical signals
but the data cannot be protected by encoding. Therefore,
eavesdropping could not be prevented by the encoding.
To improve the security, a system based on bit-by-bit code
scrambling technique has been demonstrated.10 The optical
signals are encoded based on coherent time-domain spectral
phase encoding, which is realized by wavelength-to-time
mapping and phase modulation. The encoding operation
is very flexible and the codes can be changed at a very
high speed. In the transmission system, every optical signal
carrying a single data bit is encoded with a specific code. To
ensure that optical signals are pseudorandomly encoded with
different optical codes, it requires the system to incessantly
generate and shift optical codes at an ultrahigh speed. The
encoding can not only conceal the regularity of optical signals but also disturb the phases between optical signals,
which are related to the transmitted data. The system is computationally secure against the eavesdropping with powerful
computation capability if a large code size and long codes are
employed.
In the spectrum of optical pulses, most energy of the signal is concentrated around the center wavelength. To harness
such physical property and improve the orthogonality of
encoded signals, nonuniform spectral phase encoding
scheme was proposed in which the central band was densely
encoded.11,12 However, it is difficult to apply the nonuniform
encoding scheme to the time-domain spectral phase encoding owing to the limitation of the chip rate for highly dense
encoding.
In this paper, a theoretical model is established to thoroughly analyze the information confidentiality of the optical
code-based secure communication systems. The secure optical communication system using bit-by-bit code scrambling
technique is proved to be unconditionally secure. Besides,
under the premise of the high confidentiality, a centralized
spectral phase encoding scheme is proposed, which allows
the system to operate in the burst mode and have enough
time to rearm for code generation and shifting.

1 Introduction
To fulfill the requirements of high confidential transmission,
optical code-based secure optical fiber communication has
attracted lots of attention owing to high data rate, high capacity, and long-haul transmission.1,2 Optical encoding is a technique to modify the physical properties of optical signals
according to the pattern of optical codes for hiding the information carried by the optical signals. Various optical components have been developed for signal en/decoding, such
as superstructured fiber Bragg grating for long-code highchip-rate en/decoding,3 arrayed waveguide grating for
multiport en/decoding,4 and microring resonator for reconfigurable en/decoding.5 However, the plausible security of
transmission can be easily broken down by sophisticated
eavesdropping. For example, even though on–off keying
signals are encoded, the data can be directly extracted by
using energy detection.6 In the differential phase-shift
keying (DPSK) or code-shift keying (CSK) communication
systems, using a one-bit delay interferometer (DPSK

Figure 1 illustrates the schematic of an optical code basedsecure optical communication system with DPSK modulation, in which bit-by-bit code scrambling technique is
used. In the transmitter, a train of short optical pulses is
fed into a phase modulator (PM) for DPSK modulation.
Then, the modulated signal is encoded using time-domain
spectral phase encoding technique. The encoder consists
of a pair of dispersive components, which are dispersion
compensation fiber and single-mode fiber for pulse stretching and compression and a PM to introduce phases into the
signals according to the optical codes. Since the encoding
process is reconfigurable and programmable, each optical
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2 Theoretical Model
2.1 Model of Secure Communication System with
DPSK Modulation
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Fig. 2 Encoding and decoding a DPSK signal representing data bit
“1.”

Z
þ∞
1
ex ðtÞ ¼
E1x ðωÞ expðj2πωtÞdt
2π
−∞

Z þ∞
þ
E2x ðωÞ exp½j2πωðt − TÞdt ;

EQ-TARGET;temp:intralink-;e001;326;546

Fig. 1 (a) The transmitter of the secure communication system.
(b) and (c) The receiving side of the authorized user and the
eavesdropper.

where
signal is encoded with a code and the code sequence is pseudorandomly arranged.
In the receiving side, an authorized user who has a
sequence of optical codes conjugating to those in the encoding
can recover the encoded signals to pulses. It is worth noting
that the optical codes used for encoding and decoding change
dynamically and the scrambling rule can be shared in an uncoordinated way between the transmitter and the receiver.13,14
After decoding, the optical signals are demodulated by a
one-bit delay interferometer and converted into electrical signals by a balanced photodetector (BPD). By setting a proper
threshold level, the transmitted data can be recovered.
The setup for eavesdropping is shown in Fig. 1(c). The
eavesdropper knows all the setup parameters except for
the optical code patterns. Speculative codes are used in the
decoding. After DPSK demodulation and detection, irregular
electrical signals are obtained. Although the speculative
codes applied for decoding are not exactly same as those
used for encoding, the correct data might be figured out
when the irregular signal is above the threshold level at
the decision point.
To analyze the probability that the eavesdropper can intercept the data, a theoretical model is built. The model is based
on the assumption that the transmission is noise-free, which
is the best situation for eavesdropping. The short pulses are
assumed to have a Gaussian shape, whose electrical field can
be written as eðtÞ. Two neighboring optical signals with the
phase shift of π referring to data bit “1” are considered in the
analysis, as depicted in Fig. 2. As for the data bit “0,” the
phase shift is 0 and the analysis is same as that for data
bit “1.” After encoding, phases corresponding to optical
codes, φ1c and φ2c , are induced into the spectra of the two
signals. The authorized user uses the conjugate optical codes
for decoding and the induced phases are φ1d and φ2d , respectively, whereas the eavesdropper uses the speculative codes
whose corresponding phases are φ1s and φ2s . The electrical
field after the decoding can be expressed as follows:
Optical Engineering

Z

E1_Auth ðωÞ ¼

þ∞

EQ-TARGET;temp:intralink-;e002;326;469

−∞

eðtÞ expf−j½ωt þ π þ φ1c ðωÞ

þ φ1d ðωÞgdt;
Z
E2_Auth ðωÞ ¼

þ∞

EQ-TARGET;temp:intralink-;e003;326;414

−∞

(2)

eðtÞ expf−j½ωt þ φ2c ðωÞ

þ φ2d ðωÞgdt;
Z
E1_Eve ðωÞ ¼

þ∞

EQ-TARGET;temp:intralink-;e004;326;359

−∞

(3)

eðtÞ expf−j½ωt þ π þ φ1c ðωÞ

þ φ1s ðωÞgdt;
Z
E2Eve ðωÞ ¼

þ∞

EQ-TARGET;temp:intralink-;e005;326;305

−∞

(4)

eðtÞ expf−j½ωt þ φ2c ðωÞ þ φ2s ðωÞgdt;
(5)

where T is the one-bit duration, and x represents the authorized user (Auth) or the eavesdropper (Eve). After DPSK
demodulation, the signals are output from two branches
with electrical fields ex_up and ex_down . In the BPD, the optical signals are converted to the electrical signals and the signal from the upper branch subtracts the one from the other.
The signal after the detection is as follows:
Z 1∕BW
Zx ðtÞ ¼
R · jex_up ðtÞj2 dt
0
Z 1∕BW
R · jex_down ðtÞj2 dt;
(6)
−

EQ-TARGET;temp:intralink-;e006;326;176

0

where R is the responsivity of the photodetector and BW is
the bandwidth of the photodetectors.
Ultimately, the data can be decided by setting a threshold
level at a certain time. In the analysis, the received data bit is
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regarded as “1” when ZðtÞjt¼t0 > 0. Otherwise, the received
signals are determined to be data bit “0.”
2.2 Confidentiality Analysis Model
When the eavesdropper uses speculative codes for decoding,
there is a probability that it could partially or entirely match
with the codes used for encoding. If the optical codes used in
the system have a code length of n, the probability that the
speculative codes match these for encoding by a certain num 
nc
∕22n ,
ber of code chips, nc , can be written as Pc ¼
2n
where nc ≤ 2n due to one data bit being encoded with
two optical codes of n code chips. Furthermore, even though
the speculative codes partially match with the codes for
encoding, the decoded signal might be above the threshold
level and it is possible for the eavesdropper to correctly
extract the data from the encoded signals. When the certain
number of code chips is matched, the probability for the
eavesdropper to correctly extract the data is Pe , which
can be derived by calculating the ratio of the possibility
of ZðtÞjt¼t0 > 0 and all combinations of the decoding
based on Eq. (6) as proof of exhaustion. It yields the probability for the eavesdropper to extract the correct data using
any speculative codes:
P¼

n
X

EQ-TARGET;temp:intralink-;e007;63;481

nc ¼1

Pc Pe :

(7)

The equivocation of eavesdropping, H e , could be used to
measure the data confidentiality of the communication system, which can be expressed as follows:
H e ¼ −P log2 P − ð1 − PÞlog2 ð1 − PÞ:

EQ-TARGET;temp:intralink-;e008;63;398

(8)

According to cryptography theory, once the equivocation
of eavesdropping is larger than the entropy of message
source, H s , no information can be intercepted from the communication system and the data confidentiality can be
guaranteed.15 In the analysis, the message source is assumed
to be an infinite long binary data stream, which leads to
H s ¼ 1. Thus, perfect secrecy can be achieved if and only
if He ¼ 1 and then the system is regarded as unconditionally
secure.

3.2 Full-band Bit-by-Bit Code Scrambling Based
Encoding
In the bit-by-bit code scrambling-based time-domain spectral
phase encoding, the spectrum of each optical signal is temporally encoded with a specific optical code. It requires
incessant ultrahigh-speed code generation and signal encoding. Figure 3(a) shows the waveforms detected by the eavesdropper. A speculative code partially matched to that in the
encoding is used for decoding, and the decoded signal is
detected by a receiver of different bandwidth. The decision
of the data bit is made at t ¼ t0 . The decoded signal becomes
smooth with the decrease of the receiver bandwidth. Since
the unmatched decoding results in irregular waveforms of
the decoded signals, an opposite decision might be made
owing to the bandwidth of the receiver.
The eavesdropper has the chance to figure out the data
even though he uses the speculative codes, which may partially match with those used in the encoding. Figure 3(b)
depicts the probability for the eavesdropper to correctly intercept the data, which is obtained by calculating all code combinations with a fixed code length. When the speculative
codes match with those for encoding by the rate of exactly
50%, the eavesdropper has the least chance to intercept the
correct data. The probability presents in a symmetrical fashion. If the speculative codes used for decoding match the
codes for encoding by an amount more or less than 50%,
the probability to extract the correct data is the same because
DPSK demodulation gives the result based on the phase difference between the two adjacent signals and the identical
amount of the code mismatching contributes to the same
phase difference. The code length and the bandwidth have
low influence over the probability. Furthermore, the equivocation of eavesdropping equals to one no matter what the
code length and receiver bandwidth are, indicating that perfect secrecy can be achieved.
3.3 Central-Band Bit-by-Bit Code Scrambling Based
Encoding
Since the energy of the optical pulse is concentrated around
the center wavelength in the spectrum, the codes introduced
in the central band have more contribution comparing to

3 Confidentiality Analysis
3.1 Optical Encoding for DPSK System Without
Code Scrambling
First of all, the theoretical model is applied to analyze the
confidentiality of DPSK secure communication system without code scrambling in which all DPSK modulated signals
are encoded with an identical code.16 According to the calculation of various conditions including different code length
and different code combinations for encoding and decoding
by using the proposed model, Pe always equals to 100%,
which means that the eavesdropper can figure out the data
from the encoded signals without knowing the code. As a
result, P ¼ 1 and H e ¼ 0. This proves that the optical encoding for DPSK system without code scrambling is insecure.
Since the encoding introduces the same phase pattern into all
signals, the phase difference between any two adjacent
Optical Engineering

signals is only determined by the data modulation no matter
what code is used. The result agrees with the previous experimental demonstration and provides the theoretical
explanation.

Fig. 3 (a) Waveforms decoded by a partially matched speculative
code and detected by the receiver with different bandwidth.
(b) The probability of correct data interception versus the percentage
of code matching under the conditions of different code length and
receiver bandwidth.
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Fig. 4 (a) Waveforms of the central-band time-domain spectral phase
encoding. (b) The influence of the bandwidth for encoding over the
confidentiality of the secure communication system.

4 Conclusions
In conclusion, a mathematical model for en/decoding and
eavesdropping in the secure optical communication system
with DPSK modulation is proposed and a theoretical model
for confidentiality analysis is derived. Unconditional security
of the OC-based secure communication system could be
evaluated by using the proposed model. The system without
using code scrambling technique is proved to be insecure.
This explains the results from the previous experimental
demonstration. The bit-by-bit code scrambling technique
can enhance the confidentiality and make the system unconditionally secure. In addition, encoding the central band is
sufficient for perfect secrecy and the system can operate
in burst mode to avoid incessant code generation and encoding at a high speed. In short, the proposed study provides a
convincing method for evaluating the confidentiality of optical code-based secure communication systems and has the
potential to assist the design of the systems.
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Fig. 5 Central-band bit-by-bit code scrambling based spectral phase
encoding operating in burst mode.

those on the two sides. Based on the fact that the encoding
around the center wavelength plays a dominant role, centralband encoding is proposed. The optical signals are stretched
in the time-domain to realize wavelength-to-time mapping,
as shown in Fig. 4(a). The codes are only introduced into
the center part of each stretched signal by phase modulation.
The proposed mathematical model is used to analyze the
confidentiality of the central-band encoding. In the calculation, the center m dB-bandwidth optical spectrum is
encoded. In addition, due to the limitation of chip rate
and one-bit duration, long codes are not preferred. Short
codes (n ¼ 4 and n ¼ 8) are used in the confidentiality
analysis. As depicted in Fig. 4(b), the equivocation for the
eavesdropper to intercept data from the encoded signals converges to one with the increase of the bandwidth for encoding. The system is unconditionally secure when m is beyond
−2.7 dB. It indicates that to achieve perfect secrecy in the
bit-by-bit code scrambling-based secure communication system, it is not necessary to encode the signals over the entire
bandwidth and short codes can also be used for encoding.
Furthermore, the secrecy rate can be improved twofold if
only central band is used for encoding.
Since the encoding in the central band dominates the
encoding efficiency, it is unnecessary to operate signal
encoding over the entire spectrum. Instead, the encoding
can be realized in a burst mode, as illustrated in Fig. 5.
The codes are generated periodically according to the repetition rate of the optical signals and the high chip rate is preferred to produce long codes. In between the generation of
the two codes, there is an idle duration for the system to
rearm. Thus, the burden of digital signal processing can
be relaxed to some extent.

Optical Engineering
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